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Staff bulletin

This staff bulletin tells you 
about important changes to 

the use and storage of electronic 
information.

You will be aware of a number of high profile 
data losses in the public sector including:

the loss of a memory stick in NHS •	
Lothian containing the records of 200 
psychiatric patients;
the theft of a number of personal •	
computers (PCs) and laptops from NHS 
Boards;
the residue of •	
miscellaneous items left 
on redundant hospital 
sites; and
data lost in transit •	
containing details of 
prisoners and members 
of the armed forces.

In response to renewed 
Scottish Government policy 
and guidance in this area, 
our Senior Management 
Team and Board have 
approved a new policy on 
the use of mobile/portable 
storage devices, such as 
USB memory sticks, CDs, 
DVDs, MP3 Players and mobile phones. 

The new policy will ensure compliance with 
recent Scottish Government guidance as 
well as relevant legislation (from May 2008 
data misuse is a criminal offence in certain 
circumstances).

What everyone needs to know

We ask that all staff read the latest guidance 
on the eHealth Mobile Data Protection 
Standard which is available at http://www.
ehealth.scot.nhs.uk/ 

You are not allowed to electronically 
transfer person identifiable data to external 
agencies, home or personal computers and 
email accounts. This includes the transfer 
of data on USB memory sticks, CDs, DVDs, 
MP3 players and mobile phones with data 
storage capacity.

What staff with laptop 
computers need to do

All staff who have laptop 
computers have been 
contacted by the IT Helpdesk 
to have it encrypted – 
unencrypted laptops will 
be withdrawn from use by 
February.

The eHealth Department 
will ensure that all users of 
laptops are provided with 
a secure locking device in 
order that the risk of theft 

is minimised.  These will be 
issued by the end of January.

It is, however, the responsibility of the 
individual to ensure the physical security of 
the laptop at all times.

New policy and guidance on Information 
Governance and Data Protection

Laptops to be encrypted
Friday 30 January 

2009

Memory sticks to be 
returned to eHealth

Monday 2 February

USB ports deactivated 
for all non NWTC 

memory sticks
throughout February



Tell us what you think... 
We want to hear your views. If you would like to comment on any of the issues featured in this staff bulletin, please 
complete the form below and return it to: Communications Department, NHS National Waiting Times Centre, Golden 
Jubilee National Hospital, Clydebank. You can also e-mail us at: comms@gjnh.scot.nhs.uk.

Name and department (optional):

Comments/questions:

SB/14Jan09

What staff with memory 
sticks need to do

All staff will be asked to 
return all memory sticks 
supplied by the NHS 
National Waiting Times 
Centre (NWTC) Board as 
well as personally acquired 
memory sticks that contain 
NWTC data.  These need to 
be returned to the eHealth 
Department by 2 February.

You will be able to make an 
application to be supplied 
with a secure encrypted 
memory stick if you have 
an essential business or 
clinical need to use such 
a device. This needs to be 
supported by your General 
Manager or Corporate Head 
and requested via Elizabeth 
Kelly, our Information 
Governance/Data Protection 
Officer. 

Please note that we will be 
deactivating all USB Ports for 
the use of non NWTC issued 
memory sticks throughout the 
month of February.

More information
If you want to know more 
information about this new policy 
and guidance, please contact 
Elizabeth Kelly on extension 
5765 or email elizabeth.kelly@
gjnh.scot.nhs.uk. 


